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About Me
● Teaching Professor at Tufts University
● Founder and Director of Tufts Cybersecurity 

Clinic
● Senior Member / Shepherd of the Wall of 

Sheep team



About the Tufts Cybersecurity Clinic

● Student teams work with underserved, under-resourced nonprofit organizations 
on cybersecurity matters

● Pro bono
● For students: real work experience
● For nonprofit organizations: receive cybersecurity services
● For Commonwealth of Massachusetts: workforce development
● For Tufts University: public good service



Why Nonprofit Organizations Need to Care About 
Cybersecurity?
● Cybersecurity is often the last thing organizations think about…
● …until an incident happens (i.e., reactive)...
● …and itʼs now a matter of when an incident happens, not if…
● …and then it gets very expensive

○ Bad publicity
○ Data breach => need to report to Commonwealth of Massachusetts, donors, clients, public
○ Potential loss of operations
○ Remediation and cleanup
○ 👋 $100K+ bill

● Doesnʼt matter how big or small organization is, there are no boundaries



Threats to Nonprofits

Source: Center for Long Term Security (CLTC) at University of California, Berkeley [1]



Constraints for Nonprofit Organizations

● Money
● Staffing and high turnover
● Knowledge
● Time / convenience
● (Outdated) infrastructure



Key Findings from CLTC [1]



Best Cybersecurity Investments to Make

● Password Manager
● Two-Factor Authentication, Multi-Factor Authentication
● Offline Backups
● Phishing Training
● Patching



Passwords
● Weak passwords still one, if not the most 

effective way, to breach systems and 
institutions

● Generally speaking, people and institutions 
have well over 50+ accounts

● All the weak passwords are now well known, 
cracked
○ Credential stuffing makes things even worse

● A strong password policy doesnʼt go far 
enough…

● How One Bad Password Ended a 
158-Year-Old Business (September 2025) Source: 

https://github.com/danielmiessler/SecLists/blob/master/Passwords/Co
mmon-Credentials/2023-200_most_used_passwords.txt



Two-Factor Authentication
● It is not a matter of if your password will be 

cracked, but when
● Two-Factor Authentication (2FA) is a type of 

Multi-Factor Authentication
● Enabling 2FA: even if your password is 

cracked, still needs additional proof to enter
● Many institutions now require 2FA



Password Managers

● Arguably the best investment you can make in cybersecurity
● Stores credentials, 2FA codes, IDs, payment cards
● You remember one master password
● Randomize passwords for all accounts



Choosing a Password Manager
● An official password manager is now installed 

on Apple and Google ecosystems (iOS and 
Android)

● Bitwarden and 1Password have a small fee 
–both ideal options
○ https://1password.com/for-non-profits/
○ https://bitwarden.com/help/getting-started-

organizations/
● Best to use password manager app and not 

storing passwords on web browser for 
portability

● Can detect whether account was in a data 
breach

Screenshots of Bitwarden



Backups
● Putting everything in Google Drive, Dropbox, 

Box, etc. isnʼt truly backup –single point of 
failure

● Less is more, easier to manage
● Move archival data to offline backup (e.g., 

external hard drive)
● Fire destroys S. Korean government's cloud 

storage system, no backups available 
(October 1, 2025)

Source: Center for Long Term Security (CLTC) at University of California, Berkeley [1]



Access Control
● Who has access to what?
● Not everyone needs access to everything
● What is your policy for data access internally, 

externally?



Phishing
● Still very effective for targeting people, 

institutions
● Training employees and volunteers is ideal
● Spotting phishing emails:

○ Check the sender's email address
○ Different people and addresses
○ Watch for urgent or threatening language – 

"Your account will be locked!" or "Click now!"
○ Hover over links – does the URL match where 

it says itʼs going?
○ Look for typos or weird formatting
○ Unexpected attachments or links
○ Signature doesnʼt look trustworthy
○ Sender doesn't exist at institution



More Phishing



Patching

● Software (e.g., operating systems, apps) is riddled with vulnerabilities…
● …vulnerabilities that can be exploited by attackers…
● Ransomware weaponize publicly known vulnerabilities.  This also include weak 

passwords.
● “40 percent of the vulnerabilities exploited in 2024 were at least four years old, with 

some dating back to the 1990s”
● Patching systems is a necessity to defend against ransomware, attacks



Action Items

1. Migrate to use a password manager
2. Enable 2FA on accounts, store 2FA codes in your password manager
3. Install latest security updates on your system

a. No need to go one full version up (e.g., Windows 10 to Windows 11)

4. Backup critical files to an external hard drive; move older files off of cloud drive to 
external hard drive



What About Cyber Insurance?

● Ideal if your organization is storing lots of personal and confidential information
● Can involve lots of work, and donʼt lie!
● What cyber insurance is NOT:

○ An excuse to not care about cybersecurity
○ One size fits all
○ Covers everything

● What cyber insurance can cover:
○ Incident handling and response
○ Forensics
○ Legal counsel
○ Public relations
○ Data recovery



What About Testing Tools?

● Many organizations use WordPress for website…
● …and WordPress plugins are notorious for vulnerabilities…
● …routine audits using tools like wpscan can reveal weaknesses on website



Final Thoughts

● Build good habits and good hygiene
● Be accountable for yourself, your institution, and stakeholders
● None of this is new…
● …but yet we have been battling the same problems for decades to no end
● For organizations and individuals, itʼs overwhelming…
● …and becomes more overwhelming over time
● Hence, why we decided to do a Cybersecurity Clinic at Tufts. For more details or 

expressing interest in participation, send email to cyberclinic@tufts.edu



Thanks. Questions?
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Usable References

1. https://cltc.berkeley.edu/wp-content/uploads/2024/11/CyberCAN_Cybersecurity-f
or-Cities-and-Nonprofits.pdf

2. https://www.cisa.gov/sites/default/files/2024-05/joint-guide-mitigating-cyber-thre
ats-with-limited-resources-guidance-for-civil-society-508c_3.pdf

3. https://www.reddit.com/r/sysadmin/comments/ln8u6g/affordable_or_free_passw
ord_manager_for_nonprofits/


